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CIA Triad
Confidentiality

— Securing online accounts with usernames and
passwords is an example of helping to ensure
confidentiality.
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CIA Triad
Integrity

—File permissions and user access
controls are a way to help ensure the
integrity of data.
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CIA Triad
Availability

— Maintaining hardware and software and
updating and applying software patches as
needed are examples of ways to help
ensure availability.
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Internal Controls

Preventive

— Policies and procedures
— Software patching
— User control access
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Internal Controls

Detective

— Logging and monitoring tools
— Anti-malware/Anti-virus tools
— Intrusion Detection Systems (IDS)
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Internal Controls
Corrective

— Effective backups
— Patching
— Incident response plans
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Assessing Risk
Vulnerability

— Employees falling for phishing attempts
— Unpatched software
— Security misconfigurations
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Assessing Risk
Threat

— Phishing attacks
— Malware
— Ransomware
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Responding to Risk

Common Risk Response Strategies

. Risk Transfer
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Responding to Risk

Avoidance

— Stopping the use of a certain software due to
it no longer being supported
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Responding to Risk

Transfer

— Purchasing cybersecurity insurance policies

— Outsourcing cybersecurity tasks to external
vendors or service providers
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Responding to Risk
Mitigation

— Installing firewalls or other threat detection
software

— Installing security patches and updates
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Responding to Risk

Acceptance

— Keeping a legacy system active but separate
from sensitive data environments

— Allowing employees to connect their own
devices if network access is segmented
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Risk Monitoring

Security Controls
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Security Controls
Administrative

— Incident response
— Backup procedures
— User education
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Security Controls
Technical

— Firewalls
— Encryption
— Intrusion Detection Systems (IDS)
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Security Controls
Physical

— Access cards or security badges
— Fences or gates
— Surveillance cameras
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Risk Monitoring

Dynamic Management
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Cybersecurity

Resources
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Information Technology

Governance
Local Government Management Guide

Information Technology Governance

Security Self-Assessment
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Cyber Profile

Division of Local Government
and School Accountability

Cyber Profile

October 2023
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LGSA Resources

Audit Reports https://www.osc.state.ny.us/local-government/audits
Training https://www.osc.state.ny.us/local-government/academy
Publications https://www.osc.state.ny.us/local-government/publications
LGSA Help Line localgov@osc.ny.gov or (866) 321-8503 or (518)-408-4934

ATU Cybersecurity

Muni-Cyber@osc.ny.gov or (518) 738-2639
Team
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NYS Association of Counties

NYS RIC One

NYS Office of Information Technology
Services (ITS)

NYS Police Computer Crime Unit (CCU)

Open-Source Web Application Security
Project (OWASP)

United States Department of Justice
Cybercrime
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Additional Resources

https://www.nysac.org/cyber

https://riconedpss.o

https://www.its.ny.gov,

https://troopers.ny.gov/computer-crimes

https://owasp.o

https://www.justice.gov/criminal-ccips

Addi

Center for Internet Security (CIS)

Cybersecurity and Infrastructure
Security Agency (CISA)

Federal Bureau of Investigation (FBI)
Multi-State Information Sharing and
Analysis Center (MS-ISAC)

National Institute of Information
Technology Services (NIST)

NYS Division of Homeland Security and
Emergency Services (DSHES)
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Additional Resources

nal Cybersecurity Resources

https://www.cisecurity.orj

https://www.cisa.gov,

https://www.fbi.gov/investigate/cyber

https://www.cisecurity.org/ms-isac

https://www.nist.gov/cybersecurity

https://www.dhses.ny.gov/cyber-incident-
response-team
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Month

Part 2 Sneak Preview
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Questions?

Contact us

* Muni-Cyber@osc.ny.qov

—1-866-321-8503 or
—518-408-4934
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