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Preventive Controls

— Recognize and report phishing

— Use strong passwords

— Turn on multifactor authentication
— Update software
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Recognize and Report
Phishing

IT Security Awareness Training

— Should explain the proper rules of
behavior for using IT systems and data
and communicate the policies and
procedures that need to be followed.
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IT Security Awareness Training

Whaling

Spearfishing
Smishing and Vishing
Quishing
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Use Strong Passwords
Password Policies

— Long and unique.

— Different from passwords used for other
systems, AND

— Not match a list of common, expected,
previously used or compromised passwords,
OR

— Complex and difficult to guess.
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Authentication
What is it?

— This increases security and makes
unauthorized access far more difficult.
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Turn on Multifactor

Authentication
MFA

Two Step
Authentication
2

FA

New York State Comptroller

THOMAS P DiNAPOLI

9/30/2024

10



Turn on Multifactor

Authentication
What is it?

 PINs, passwords
Something you have
» Authentication applications, badges, confirmation texts

* Fingerprints, eye scans

* Location
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Update Software

Best practices

— While malware protection can help detect
malicious software, it does not preclude
you from actively managing your software.
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Cybersecurity

Resources
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Information Technology

Governance
Local Government Management Guide

Information Technology Governance

Security Self-Assessment
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Cyber Profile

Cyber Profile

October 2023
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LGSA Resources

ATU Cybersecurity
Team
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Audit Reports https://www.osc.state.ny.us/local-government/audits
Training https://www.osc.state.ny.us/local-government/academ
Publications https://www.osc.state.ny.us/local-government/publications
LGSA Help Line localgov@osc.ny.gov or (866) 321-8503 or (518)-408-4934

Muni-Cyber@osc.ny.gov or (518) 738-2639

NYS Association of Counties

NYS RIC One

NYS Office of Information Technology
Services (ITS)

NYS Police Computer Crime Unit (CCU)

Open-Source Web Application Security
Project (OWASP)

United States Department of Justice
Cybercrime
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Additional Resources

https://www.nysac.org/cyber

https://riconedpss.or;

https://www.its.ny.gov,

https://troopers.ny.gov/computer-crimes

https://owasp.o

https://www.justice.gov/criminal-ccips
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Additional Resources
Additional Cybersecurity Resources

Center for Internet Security (CIS) https://www.cisecurity.ol

Cybersecurity and Infrastructure https://WwWw.Cisa.gov,
Security Agency (CISA) . E—

Federal Bureau of Investigation (FBI) https://www.fbi.gov/investigate/cyber

Multi-State Information Sharing and

Analysis Center (MS-ISAC) https://www.cisecurity.org/ms-isac

National Institute of Information

Technology Services (NIST) https://www.nist.gov/cybersecurity

NYS Division of Homeland Security and https://www.dhses.ny.gov/cyber-incident-
Emergency Services (DSHES) response-team
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Questions?

Contact us

* Muni-Cyber@osc.ny.qgov

—1-866-321-8503 or
—518-408-4934

@ New York State Comptroller

THOMAS P, DiNAPOLI

Thank You

New York State Comptroller

THOMAS P DiNAPOLI

9/30/2024

18


https://www.cisecurity.org/
https://www.cisa.gov/
https://www.fbi.gov/investigate/cyber
https://www.cisecurity.org/ms-isac
https://www.nist.gov/cybersecurity
https://www.dhses.ny.gov/cyber-incident-response-team
https://www.dhses.ny.gov/cyber-incident-response-team
mailto:Muni-Cyber@osc.ny.gov

	Default Section
	Slide 1: Cybersecurity Risk Mitigation
	Slide 2: Division of Local Government and School Accountability
	Slide 3: Recap  Cybersecurity Awareness Month 2024 – Part One

	agenda + what is mitigation nicole
	Slide 4: Part Two Agenda
	Slide 5: Cybersecurity Risk Mitigation
	Slide 6: Cybersecurity Risk Mitigation
	Slide 7: Cybersecurity Risk Mitigation
	Slide 8: Cybersecurity Risk Mitigation
	Slide 9: Cybersecurity Risk Mitigation

	phishing ari
	Slide 10: Cybersecurity Risk Mitigation
	Slide 11: Recognize and Report Phishing
	Slide 12: Recognize and Report Phishing
	Slide 13: Recognize and Report Phishing
	Slide 14: Recognize and Report Phishing
	Slide 15: Recognize and Report Phishing
	Slide 16: Recognize and Report Phishing
	Slide 17: Recognize and Report Phishing
	Slide 18: Recognize and Report Phishing

	passwords nicole
	Slide 19: Cybersecurity Risk Mitigation
	Slide 20: Use Strong Passwords
	Slide 21
	Slide 22
	Slide 23
	Slide 24: Use Strong Passwords
	Slide 25: Use Strong Passwords
	Slide 26: Use Strong Passwords
	Slide 27: Use Strong Passwords

	mfa ari
	Slide 28: Cybersecurity Risk Mitigation
	Slide 29: Turn on Multifactor Authentication
	Slide 30: Turn on Multifactor Authentication
	Slide 31: Turn on Multifactor Authentication
	Slide 32
	Slide 33
	Slide 34
	Slide 35: Turn on Multifactor Authentication
	Slide 36: Turn on Multifactor Authentication

	software nicole
	Slide 37: Cybersecurity Risk Mitigation
	Slide 38: Update Software
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44: Update Software
	Slide 45: Update Software
	Slide 46: Update Software

	resources ari
	Slide 47: Cybersecurity
	Slide 48: Information Technology Governance
	Slide 49: Cyber Profile
	Slide 50: LGSA Resources
	Slide 51: Additional Resources
	Slide 52: Additional Resources
	Slide 53: Questions?
	Slide 54: Thank You


